The Definitive
Guide to...
PCI DSS Compliance

A jargon-free guide
to compliance for
forward thinking
organisations
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Every month, yet another major retailer, tech
company or public organisation suffers a data
breach. Customers fume, the media rants and the
regulators impose eye-watering fines.
And then it happens again. Except this time the
numbers grow ... more personal records and
thefts run into millions.

Is it my turn next?
Potentially, any organisation taking card
payments is at risk.
So what can you do to protect your customers,
their data and your reputation? What do the
letters ‘PCI DSS’ mean? And how much of a
guarantee do they provide, if any?
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This guide
explores issues,
provides answers
and insight.
Read on>
1234 5689 8765

Essential reading
If you work in contact centre design, management and operations, as well as IT,
sales, customer care, marketing or brand management. In fact, any senior decisionmaker should arm themselves with the facts ... and fast.
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Seven global trends are
combining to whip up a
perfect security storm
1. Payments by card are increasing rapidly
Total card spending is rising. In the
UK it’s at £64.7 and for 2016, an
increase of 24% on 2015 figures [1]
2. Security breaches and card crime are
rising
Fraud losses on UK-issued cards
totalled £618million in 2016, a 9%
increase on the year before. [2]

4. New channels will meet soaring
customer expectations
New opportunities are opening up
for criminals — as customers demand
more contact channels. One in four UK
contact centres intend to implement
web chat in the next 12 months[4].
Meanwhile, social media customer
services volumes will grow at a
compound annual rate of 17% to 2020.[5]

3. Card-not-present (CNP) theft has
become the ‘fraud of choice’
As companies lock down their
point of sale, data centres and
websites, criminals are turning to
the next weakest link. In the UK,
CNP fraud was valued at £506.4m
in 2018, which represented 75% of
all card fraud in 2018. This is set
to rise to £680m by 2020. [3]

5. Organisations are offering greater
self-service
Organisations are putting greater power
in the hands of customers who want
24x7 service, even though this comes
with risks. Mobile customer service
app penetration will grow by 51% by
2020[6]. Meanwhile, 80% of brands
expect to provide customer service
through chatbots from 2017-2021. [7]

Sources: [1] UK Cards Association, October 2016 [2] UK Finance - Fraud The Facts 2019 PDF PG15 [3] National Audit Office [4] ContactBabel
UK Contact Centres: 2017 2021 report [5] & [6] ContactBabel US Contact Centres: 2017 2021 report [7] MediaUpdate, January 2017 [8] Gemalto
2016 Data Breaches and Customer Loyalty Report [9] Syntec UK December 2016 [10[ Verizon PCI report 2015 (cited in CNP Awards PPT)
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6. Customers are increasingly aware of
card security risk
UK consumers would be more likely to
stop using a retailer (54%) and a social
media site (54%) than a bank (51%) if
they were to suffer an online breach.
[8]
Four out of five consumers who pay
by phone say the risk of card fraud
now makes them reluctant to do so. [9]
7. Box-ticking keeps no-one safe
The 2015 Verizon PCI report shows
that enterprises are generally getting
better at achieving full PCI DSS
compliance. But it’s hard to sustain.
Verizon noted that only 62% were
compliant at the interim assessment
stage. Just 38% of breached companies
were compliant on a key requirement
to protect cardholder data. [10]

So, how are organisations
responding? Read on >

At last... virtually
everyone realises
card payments need
to be secure
Well-publicised security breaches have
sent shivers through boardrooms
the world over. Few executives
would argue against making
payments secure — as a priority.

Not everyone
understands where
they’re vulnerable...
Read on >

The ‘business case’ for
secure payments is compelling:
Professionalism
Enterprises recognise they have a duty
of care to their customers and appreciate
the value of relationships built on trust
over many years.
Risk reduction/elimination
Breaches can lead to massive fines,
bad publicity and reputation damage
that results in losing customers and
plummeting revenues.
Competitive advantage
As customers become more aware of
risks, providing reassurance through
advanced security could increasingly
become a unique selling point.

Are your customers paying in more ways than they think?
COST: Lost revenue
An employee at Saks & Company stole 22 card numbers and made $400,000 worth of
fraudulent purchases. [Bustle.com]
COST: Fines
AT&T was fined $25m in 2015 over data breaches at call centres in Mexico, Colombia
and the Philippines. [The New York Times April 2015]
COST: Lost business
Following a security breach in 2015, telecoms operator TalkTalk lost 101,000 customers
in a single quarter and the total bill for the attack was estimated to be around £60m.
[The Guardian Feb2016]

5

© Eckoh 2018. This content was originally created by Eckoh plc.

So where are we
vulnerable?
The moment card information enters your
organisation, you’re at risk from attack.
Criminals aim to glean and exploit all
they can from card data — to make
money, cause havoc, or both.

More than a few bad apples
It’s a painful truth that any contact
centre could have rogue agents working
there and only rigorous security
processes in recruitment and staff
training can help eliminate them.
According to ContactBabel, in January 2017
contact centres employed 4% of both
the US and UK working populations.
Even if 99.9% were completely
trustworthy, that still leaves enough
people to cause mayhem.

Criminals look for weak links...

These can include:
•
Point-of-sale devices
•
PCs, mobile devices and servers
•
Recorded data storage
•
Wireless hotspots
•
Shopping apps
•
Paper storage systems
•
Transmission of data to partners
•
Remote access connections
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Is the industry
doing anything
about this?
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So who are the criminals
and how do they operate?
When it comes to contact centres,
the culprits fit three profiles:
1. Hackers attack your systems directly
or they use malware, phishing scams
or social attacks. Their methods are
increasingly sophisticated. They could
be after card details or call recordings
where numbers were read out.
2. Rogue agents working alone within
your contact centre may want
to steal card or personal data for
their own gain or to sell on.
3. Groups of agents within your
contact centre may have criminal
connections and may steal
information on an industrial scale.

The industry has acted...but it can only go so far
The card companies took the initiative
on tackling card fraud. In 2006, American
Express, Discover, JCB International,
MasterCard and Visa founded the PCI
Security Standards Council (PCI SSC).
Today, this global authority develops,
improves and promotes the understanding
of standards for payment security. The
Council works with merchants, financial
institutions, hardware vendors and software
developers who create processing systems.
PCI Data Security Standard (PCI DSS)
If you are a merchant or service provider that
accepts or processes payment cards, then
PCI DSS applies to you. This is the Council’s

standard for all organisations that store,
process, and/or transmit cardholder
data. PCI DSS provides a baseline
of technical and operational
requirements designed to
protect cardholder data.

My software is
PA-DSS certified
- so I must be
compliant,
right?

Payment Application Data
Security Standard (PA-DSS)
If you are a software vendor or
someone who develops payment
applications that store, process
or transmit cardholder data then
PA-DSS applies to you. Only software
applications or products are included on the
PA-DSS list – it does not include services.

To meet PCI DSS you need to follow 3 steps:
1.

2.

3.

This stage involves
identifying all locations where
cardholder data is held in your
environment and spotting
any vulnerabilities.

Any vulnerabilities must be
fixed securely and secure
business processes must be
implemented.

Assessments and remediation
must be documented.
Compliance reports must be
submitted to the acquiring
bank and card brands you do
business with.
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WRONG!

Only an organisation can be
PCI DSS compliant, never a
software application or a system.
Any PA-DSS certified software
may help you with security but it
will never absolve you from your
overall PCI DSS responsibility. You
will still need to make sure that
the remainder of your contact
centre environment is
PCI DSS compliant.
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How can
we ensure
cardholder data
is secure?
To achieve PCI DSS compliance,
companies with contact centres need
to protect cardholder data by:
•

Building and operating a secure network
and systems

•

Maintaining a vulnerability management
programme

•

Implementing strong access controls

•

Regularly monitoring and testing
networks and systems

•

Maintaining an information security
policy.

How deep and wide do we need to go?
Merchants and payment service providers fit
into different compliance levels, depending on
how many payment card transactions they
handle.
Level One is for those processing over six
million transactions per year.
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Level Two applies to merchant processing
fewer than 20,000 e-commerce transactions
and all other merchants processing up to one
million transactions per year— regardless
of the acceptance channel (not just
e-commerce).
Payment card brands will determine your
organisation’s classification or risk level.
This will impact the scope, assessment and
reporting standards you need to achieve.
You’ll also need to attest your PCI DSS
compliance, submit documentation and carry
out any remedial action.

Checklist

In-house security
is fiendishly difficult
to maintain

If you let sensitive data into your
organisation, you’ll need to:

It’s very hard to keep ‘clean/white room’
processes working well

1.

Use secure systems

2.

Change system passwords

It’s difficult to control agent use of
recording devices, paper or pens to log
card data

3.

Install patches from vendors

4.

Use trustworthy business partners

5.

Protect in-house access

6.

Regularly scan and fix vulnerabilities

7.

Protect against internet threat

There may be a high staff turnover
Changes to one IT system can
impact others.
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...and that’s just for starters.

Who’s going to
say whether
we’re compliant
or not?
To achieve PCI DSS compliance, you need to
become certified.
Every organisation who is in PCI DSS
scope needs to complete an Attestation
of Compliance. This form is signed by
someone within the company that certifies
all relevant PCI requirements have been met
by your organisation. There are different
versions of the Attestation, depending on
the scope of the business.

a Qualified Security Assessor (QSA) who
has been approved by the Council to assess
PCI DSS compliance.
The QSA will visit your premises and
provide support and guidance during the
All companies also need a quarterly network compliance process. Ultimately, they’ll
scan by an Approved Scanning Vendor
produce a final report check on whether PCI
(ASV).
DSS has been met by your organisation.
But the requirements then differ, depending Their annual on-site assessment is called a
Report on Compliance (ROC).
on the PCI DSS Level of security needed ...
Level One: Using a Qualified Assessor
If you process over six million transactions
per year, then you’ll need Level One PCI DSS
compliance. You will require the services of

Other Levels: Completing the SelfAssessment Questionnaire (SAQ)
Some organisations don’t require a QSA.
They complete the correct

9

Self-Assessment Questionnaire
(SAQ) version for their business - and
can do this themselves.

There are different SAQs for
different types of businesses.
Read on ->
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How easy is a Self-Assessment
Questionnaire (SAQ)?
The SAQ can be difficult and complicated to
get right. Also, it’s not your core business
so you would benefit from working with
an expert in the PCI DSS field to ensure
successful completion.
There are different types of SelfAssessment and full details can be found on
the PCI website.

SAQ-A: For Card Not Present (e-commerce
or mail/telephone order) merchants where
all cardholder data functions are outsourced.
So this can never apply to face-to-face
merchants. SAQ-A comprises 12 questions
and so is considered the simplest form of
self-assessment. You can access the guide
and the questionnaire on the PCI website.

But, if you operate a contact centre then
you can only ever be SAQ-A or SAQ-D.

SAQ-D: For other merchants not included in
descriptions A-C and anyone else eligible to

© Eckoh 2018. This content was originally created by Eckoh plc.
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complete an SAQ.
Find out which SAQ you qualify for at the
PCI DSS website.

It’s time for a quick pause ...
to bust 10 common myths.
Read on ->

10 myths - busted
Let’s have a quick review of what we’ve found out so far - and clear any remaining debris out of the way.
1.

One vendor and product will make us compliant

7.

PCI DSS compliance can be done in moments with a
simple form
Self-Assessment is only applicable to certain organisations,
depending on how they operate. Even then it can be
complicated and hard to get right. It can drain your resources
and time even if you qualify for the simplest form – SAQ-A.

8.

We completed a SAQ so we’re compliant

It won’t. Your entire contact centre environment needs to be
compliant.

2.

Outsourcing card processing makes us compliant
There will still be elements of PCI DSS compliance within your
business for which you are responsible.

3.

PCI DSS compliance is an IT responsibility

You may have been compliant on the day you completed
the form but have you maintained your compliance? It’s not
a ‘check and forget’ activity. You need to live and breathe it,
embedding the security into every aspect of your business.

It’s everyone’s responsibility, from IT to marketing, admin
and finance. The ultimate responsibility lies at the top of the
organisation.

4.

PCI DSS will make us secure
It will mean that your customers’ personal and payment card
data is secure – not your entire organisation.

5.

PCI DSS is unreasonable; it requires too much effort and cost
Protecting your business against a data breach or theft cannot
be considered unreasonable. You risk losing your customers,
your reputation and your revenue by not taking this seriously.

6.

9.

We don’t take enough credit cards to qualify
There is a PCI DSS compliance threshold to suit all sizes of
organisation and you should not ignore the responsibility of
protecting your customers’ card or personal data.

10.

PCI DSS is too hard. Is going out of business too hard?
What about losing your customers to the competition? Or
having to meet a hefty fine for a data breach? These are the
risks you run in not complying.
PA-DSS means we are compliant
No it doesn’t. It simple means that your software application
complies to PA-DSS. It does not make your business PCI DSS
compliant.

Wondering if you can get someone else to
provide PCI DSS for you instead? Read on ->
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Can we get someone else to handle the
PCI DSS compliance for us?
CALL

Yes but...

Option 1:

Option 2:

Securing your existing contact centre operation

Outsourcing your entire contact centre operation

Solutions are available that can mask
or hide card holder data, prevent it
from entering your systems or make it
meaningless for anyone to steal.

This is one method of passing the majority
of the PCI DSS compliance headache to
someone else, leaving you with a minimal
responsibility for the remaining requirements.
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It can be a huge relief to discover that another company can save you from the cost,
pain and complexity of achieving compliance yourself. BUT, you can never pass complete
responsibility to a 3rd party as there will always be elements of PCI DSS compliance that
apply to other areas of your organisation. There are two ways of achieving this ...

Know what you are responsible for...
Contact centres vary in size and complexity
and all have slightly different operating
environments and priorities. Once you’ve
chosen the solution that’s right for you
and your PCI DSS compliance, it’s well
worth getting your supplier to create a
responsibilities matrix. This clearly identifies
who is responsible for each element and
where responsibilities are shared.

1234 5689 8765
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But be aware, even though you’re
trusting a partner for most of your PCI
DSS compliance, your organisation
is still just as liable if they make any
blunders and security is breached.

Even if you tick all the boxes with
PCI DSS, it’s no guarantee against
fraud forever. Read on ->
12

Choosing the
right Service Provider
“Where can I find the ‘PCI Approved’ list?”
There is no PCI Approved list. PCI accredited
Service Providers are listed on a Visa list and
are banded according to their level:
Level 1: > 300,000 Visa transactions
annually
CALL
Level 2: < 300,000 Visa transactions
annually
“How do I find out if a Service Provider is
PCI DSS compliant?”
Check the Visa Service Provider list and
the Visa Europe Merchant Agent List.
However, be aware that it can take some
time for the validation date to be updated.
Ask to see a Service Provider’s
Attestation of Compliance (AOC). Check
that they have been consistently compliant,
with no lapses and have held compliant
status for several years.

Achieving PCI DSS doesn’t
mean you’re protected
forever ...
or even next week

Verizon’s 2015 PCI Compliance report
made some chilling findings...
PCI DSS
compliance is
improving but 80%
of companies fail
at their interim
assessment.

SECURE
PAY

Whether you manage to achieve PCI DSS
compliance yourself or rely on a partner,
sometimes things go downhill fast.
Organisations can fail to sustain the
security controls they put in place — leaving
them wide open to attack.

CUSTOMER

ENGAGEMENT

Put simply, PCI DSS needs to be maintained,
day in day out.
Just because you were compliant and passed
the test one week, doesn’t mean sensitive
cardholder data will be protected when
criminals come calling the next week. And if
you rely on a partner for PCI DSS, you’re liable
if they don’t maintain compliance.

24/7

SUPPORT

“A PCI DSS assessment can uncover
important security gaps that should be
fixed, but it is no guarantee that you
customers’ data and your reputation are
safe.”
Verizon 2015 PCI Compliance Report.

Among companies
that experienced a
breach, none was
fully compliant at
the time of the
attack [1]

Of those gaining
validation, fewer
than one third
(28.6%) were found
to be still fully
compliant less than
a year later..

SUPPORT

So, what’s the best way of overcoming
the complexity of PCI DSS? Read on >

How to make sensitive
cardholder data disappear...
By far and away the most sensible
strategy for tackling the threat to
cardholder data is to remove the threat
from a contact centre environment by
keeping the data out — completely.
If there is no data to steal within your
systems and environment, then rogue
agents and hackers will not pose any
sort of risk to your organisation or your
customers.
With the right third party partner — such
as Eckoh — it’s possible for all sensitive
data to bypass your systems and
people completely.
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1. What should I look for in a PCI DSS
partner?

Are they PCI DSS compliant? How long
have they been so? Have they maintained
continuous compliance? Do they operate
their own contact centre, showing
they understand every aspect of your
challenges?
2. How robust is their service? What total
value of transactions do they handle per
year?
3. Can they offer a complete suite of PCI DSS
payment services for every channel?

Payment Service
Provider

4. How many enterprises rely on their
platform currently?
5. What customer satisfaction levels do they
have? What is their client retention rate?
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Telephone
Payments

Your systems register each transaction.
However, the cardholder data bypasses
your environment. Nothing enters your
screens, recordings or systems. Instead,
the actual payment acceptance and
processing happens through a hosted,
secure platform provided by Eckoh.

CALL M
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G

CALL AUDIO

Here’s what happens, every time a
customer makes a card payment over the
phone, using the web, live chat or a using
mobile app ...

G
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M

How Eckoh
CallGuard works...

How Eckoh technology works: Tackling
the issue at source
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Payment
solutions
PCI DSS-compliant
payments over the phone,
web, chat, mobile apps and
self-service options.
It’s possible to provide PCI DSS compliant
payment capabilities to your existing
channels quickly and easily — without
massive cost, risk and complexity.
Payments over the phone with an agent
You can eliminate fraud and risk
instantly whenever your agents need
to take payments over the phone from
customers. The right solutions can
avoid sensitive card data from being
heard or seen by your agent — and
from being stored on your systems.
DTMF Masking: It’s a good idea for
customers to enter their card numbers
using a phone keypad — rather than
reading them out. But it’s possible to
decipher numbers from audible tones.
However, DTMF Masking can ‘flatten’
these tones to make theft impossible.

CallGuard Audio Tokenisation: This
solution converts DTMF digits to nonsensitive placeholders, eliminating
card data the moment it enters your
environment. The placeholders can
be safely stored and written in the
payment fields, and are converted back
when they leave your environment.
Payments over the web,
chat or via mobile apps
It’s possible to keep out card data
without changing your existing systems
or processes. Tokens can be used as
substitutes for the actual card numbers so
they become meaningless to thieves. These
tokens are then converted back to real
card data for payment service providers to
handle. Beware though, not all solutions are
as simple to implement as they may seem

15

at first. Eckoh’s DataGuard is
the simplest solution available and
requires no integration with your systems
making ongoing maintenance easy.
Self service payments across
multiple channels
Many customers crave greater Self-Service.
Now it’s possible to hand them more control
to make payments 24x7x365, the way they
want - without compromising on PCI DSS
compliance. The EckohPAY solution allows
them to make card payments over the
phone, via the web, chat, using SMS or with
mobile apps.

But how does this work in new
channels, such as Live Help?
Read on ->

© Eckoh 2018. This content was originally created by Eckoh plc.

1.

Live Chat Payments
With a Live Chat pay solution, your customers
can stay in the same channel from browsing to
payment. They can make a secure compliant
payment during the Live Chat session. Live
Chat payment solutions combine instant
human interaction with PCI DSS compliance.
In March 2017, Eckoh became the first PCI DSS
Level One Service Provider to offer secure
payments via Live Chat

2.

PCI DSS for payments using Apple Pay
With the right solution, callers can pay for
products and services over the phone using
an Apple Pay-enabled Apple device — with
PCI DSS compliance. Apple Pay can also be
used online using an Apple Pay button at the
online checkout. Retailers may also integrate
Apple Pay as part of their own proprietary app
offerings.

3.

Payments via a ready-to-go contact centre
Outsourcing everything to a compliant contact
centre is the ultimate way to ensure PCI DSS
compliance. Just make sure such providers
have held continuous PCI DSS Service Provider
status, plus the capability to handle vast
quantities of transactions and services to
support payments on every channel that you
need today and into the future.

1234 5689 8765

Payment
Solutions
Payments via
newer channels
1234 5689 8765

1234 5689 8765
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Frequently Asked Questions
Q: What are the penalties for
non-compliance?
A: Non-compliance can come to light when
there’s a security breach or after your
annual audit. Payment brands can issue
massive fines for breaches and you may
have to pay for a forensic investigation
into the causes of any compromise. You
may also be prevented from accepting
payments by card or face increased
transaction fees. Breaches can cause bad
publicity, damage a company’s image and
cause customers to lose confidence.
Q. What are ‘clean rooms’ and when are
they needed?
A: If you manage PCI DSS compliance inhouse, then you’ll need to ‘lock down’ areas
of your contact centre where cardholder
data is present. This might involve vetting
a smaller group of employees so only they
can take payments — and ensuring that
no mobile phones, pens or other ways
to record numbers are left around. But
that’s just the start. ‘Clean room’ set-ups
can be complex and costly to maintain.

Q: What is ‘Pause and resume’?
A: Card details will be stored insecurely on
call recordings if customers simply read them
aloud over the phone to an agent. ‘Pause
and resume’ is a way to stop these sensitive
details from being recorded. However, the
technique is deeply flawed and high risk.
Q. Who should sign our Attestation of
Compliance?
A: The statement should be signed by an
officer of your company — usually the Chief
Financial Officer or Head of Compliance.
It certifies you have met your PCI DSS
requirements.
Q. Must I change my IT systems to become
PCI DSS compliant?
A: Not with the right solutions. The best
ones are cloud-based and can be deployed
without any changes to your systems at all.

What do all the acronyms
mean? Read on ->
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Where to find extra help,
advice and resources

PCI Security
Standards Council
PCI guidance
PCI Glossary of terms
PCI Assessors & Solutions
Document library
Infographic: It’s Time to
Change Your Password
Infographic: Fight Cybercrime by Making Stolen Data
Worthless to Thieves

Eckoh resources
PCI case studies
Whitepapers and eBooks
Videos and Demos
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Acronyms explained
Can you tell your SAD from your SAQ from your QSA? Here’s an at-a-glance guide to some key acronyms from the world of PCI DSS.
AOC: Attestation of Compliance is a form for
merchants and service providers to attest
to the results of a PCI DSS assessment,
as documented in the Self-Assessment
Questionnaire or Report on Compliance.

PAN: Primary Account Number is also
referred to as account number. Unique
payment card number (typically for credit
or debit cards) that identifies the issuer
and the particular cardholder account.

ASV: Approved Scanning Vendor – a
company approved by the PCI SSC to conduct
external vulnerability scanning services.

PCI DSS: This is the Payment Card Industry
Data Security Standard — the information
security standard for organisations
that handle cardholder information.

CDE: Card Data Environment refers to
the people, processes and technology
that store, process, or transmit cardholder
data or sensitive authentication data
CHD: Cardholder Data ... at a minimum,
cardholder data consists of the full
PAN. Cardholder data may also appear
in the form of the full PAN plus any
of the following: cardholder name,
expiration date and/or service code.
CVV/CVC/CV2: This is the Card Verification
Value/Code – the 3- or 4-digit security
checks on the front or rear of the card.
PA-DSS: the definitive data
standard for software vendors that
develop payment applications.

PCI SSC: The Payment Card Industry
Security Standards Council is a body
originally formed by American Express,
Discover Financial Services, JCB, MasterCard
Worldwide and Visa International in
2006, with the goal of managing the
ongoing evolution of the Payment Card
Industry Data Security Standard.
PED: PIN Entry Device ... an ATM or
point-of-sale terminal that requires
a personal identification number
to complete a transaction.
PFI: A PCI Forensic Investigator is a
person or firm qualified by the PCI Council
to act to investigate data breaches or
compromises, gathering evidence from

merchant sites, computers and more.
P2PE: Point-to-Point Encryption is a
standard to ensure card-present transactions
are secure from the point of card reading
through to the payment authorisation.
QSA: Qualified Security Assessor ...
companies and professionals who
are qualified by PCI SSC to perform
PCI DSS on-site assessments.
ROC: Report On Compliance which
documents detailed results from an
entity’s PCI DSS assessment.
SAD: Sensitive Authentication Data is
security-related information (including
card validation codes/values, full track
data — from the magnetic stripe or
equivalent on a chip — PINs, etc) used
to authenticate cardholders and/or
authorise payment card transactions.
SAQ: Self-Assessment Questionnaire,
which is the reporting tool used to
document self-assessment results from
an entity’s PCI DSS assessment.

Did You Know?

1
1

st

With Worldpay Eckoh performed the world’s
first Apple Pay secure payment via a telephone
call. We made it happen.

st

Eckoh are the world’s first PCI DSS level one
Service Provider to offer secure payments via
Live Chat.

UK
&
USA

1

LEVEL

676k calls, 81k emails, 37k social media
engagements and 14k Live Chats handled in our
PCI DSS compliant contact centre each year.

20

YEARS

£1.5
BN

Eckoh holds the patent for CallGuard in
UK and USA.

PCI DSS Level One Service Provider since 2010.

2017, 2018, 2019 Winner: PCI Excellence Award CallGuard and ChatGuard.

2019
20 years’ experience in contact centre solutions.
WINNER

2019 CNP Award Winner: Best Contact Centre
Solution - Judges’ Award.

2016 Winner: Retail Systems Award Security
and Anti-Fraud Initiative of the Year for
CallGuard and Hillarys.

£1.5billion worth of secure payments processed
through Eckoh’s systems each year.
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Get in touch today
0844 225 5729*
enquiries@allpay.net
www.allpay.net
Fortis et Fides
Whitestone Business Park
Whitestone
Hereford
HR1 3SE

*allpay Limited would like to make you aware that the following call will be charged at 7 pence per
minute plus your phone company’s access charge, which may vary depending on provider
© Eckoh 2018. This content was originally created by Eckoh plc.

PCI DSS
Compliant

Level 1

